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Who Can Be Affected by Mobile Malware?

Governmental, Commercial, and Home Users
Apple iOS Android
BlackBerry OS Windows Phone

Who Creates & Distributes Mobile Malware?

Cyber Criminals and their Accomplices
Malware Developers IS
Mobile Botnet Operators Cyber Thieves

Espionage Rings Hacktivists
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What is Mobile Malware and How Do
We Count Them?

J

e Each of these applications contain the same piece of malware
embedded in them

e Each piece of malware is counted as one Family
— If this malware is modified the new version counts as a Variant

e We would count the five apps as Samples

e We do not report on Samples, but many vendors do
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What is the Growth Rate of Android Malware
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What is the Growth Rate of Android Malware

Cumulative Android Mobile Malware Variants
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What is the Overall Growth Rate of Android
Malware?




What Mobile Platform Has the Most
Vulnerabilities? ...\What Mobile Device Type Has

the Most Threats?

ey
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What Types of Mobile Malware Exist?

@ Symantec. 3




When is Mobile Malware Active?

When Mobile Data is Collected: When IMEI7 and IMSI8
numbers are taken by attackers as a way to uniquely identify a device.

When Users Are Tracked: When communication data such as

SMS messages, call logs, GPS coordinates, calendar events, or personal
photos are exfiltrated.

When Bad Apps Send Out Content: When an app sends a text
message to a premium SMS number, ultimately appearing on the
mobile bill of the device’s owner.

Or when a device is hijacked to serve as an e-mail spam relay system,
thus allowing unwanted e-mails to be sent from addresses registered to
the device.

When Device Settings are Changed: When an attempt is

made to elevate privileges or modify OS settings to perform further
actions on the compromised devices.

When Ransomware Locks the Device: When the device is

encrypted and the owner is instructed to pay ransom to unlock the device.
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Where is Mobile Malware Found?
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Where is Mobile Malware Found?

Symantec research has consistently
shown that
host the most malware. Top Ten Android Malware
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Malware Percentage
Android.Lotoor 36.8%
Android.RevMob 10.0%
Android.Malapp
Android.Fakebank.B
Android.Generisk
Android.AdMob
Android.conosis
Android.Opfake
Android.Premiumtext

Android.Basebridge
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Where is Mobile Malware Found?

. * i0S App Developers
Apple iI0OS Users Now More at Risk than Ever Haunted by XcodeGhost

Thanks to Apple’s tight control over its app store and operating

system, th o iPhc * YiSpecter Shows How
1n-[-ln_e,j_lll- e This changed Attackers Now Have iOS
“HEo, we Firmly in Their Sights
* Targeting Non-
Jailbroken iOS Devices
and Certificate Abuse
56 i0S apps. This * Exploiting Apple’s
8, but also Private APIs

 Cross-Platform Youmi
Madware Pilfers

Vulnerabilities in Apple’s AirDrop wireless file transfer
system could allow an attacker to install malware on an

Apple device. Personal Data on iOS

and Android
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Why is Mobile Malware Developed?

.... because There is Significant lllicit
Money Being Made

e Stealing Information

e Ransomware

e Mobile Adware (Madware)
e |oT (Internet of Things)

* Premium SMS Messages

e Bank Fraud

e Botnets and Spam
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Why is Mobile Malware Developed? .... because There is Significant lllicit Money Being Made

Information Stealing Malware

OB TY

Android.Sumzand

1. User received email with link to
download app

2. Steals contact information

3. Sends email promoting app to all
contacts
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Why is Mobile Malware Developed? .... because There is Significant lllicit Money Being Made

Ransomware Goes Mobile
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Legal Information

Your Contact List

Your Call Log

Your SMS History

Your Browser History

@ Symantec.



Why is Mobile
Malware Developed?

.... because There is Significant Illicit
Money Being Made Total Apps Analyzed Sillon Vilion

Total Apps Class
as M:

Total /
Million Million Million

Further g
Mad o Million Million Million

Malware Definition

Grayware Definition

Malware, Grayware, Madware

Madware Definition
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Why is Mobile
WEWEILE 20.8 billion

internet-connected things
Developed? -
.
.... because There is
Significant lllicit Money s o e e R TR e el A,
Being Made

Cars. Fiat Chrysler recalled 1.4 million vehicles after researchers
demonstrated a proof-of-concept attack where they managed ¢

) ohicle remotely. In the UK, thieves
eyless entry systems to steal cars.

25 connected
devices per
100 inhabitants

6.4 billion

4.9 billion

3.9 billion 2

loT (Internet of Things)
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... Lastly, What Can be Done About
It?

’

Google iOS

Vulnerability Patching
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... What Can be Done About It? (Continued)

Fig 1. Google Android Fig 2. Apple iOS
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... What Can be Done About It? (Continued)

NIST Special Publication 800-

163 "Technical Considerations for
Vetting 3rd Party Mobile
Applications" (NIST Guideline)
Allows Federal agencies to assess
the following for any given mobile
app:

* Security

* Behavior

 Reliability

* Performance

AppVet:

In conjunction with DARPA, NIST

developed the AppVet program:

* Allows Feds to submit an app for
testing

* Uses open source and
commercially available tools

NH National Institute of Standards and Technology SEARCH CSRG
Information Technology Laboratory

‘.lt‘.n ol f e

CSRC Home About CSD Projects | Research Publications News & Events
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com.example.FunGame
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... What Can be Done About It? (Continued)

Enforce User Mobile Security Training: Users must be
constantly reminded to avoid clicking on suspicious links in
messages, to keep their personal mobile devices updated, and to
only download apps from officially sanctioned App Stores.

Deploy Mobile Security Software Throughout Your

Organization: At a minimum, this software should scan and
identify threats from any mobile apps or content that the user
downloads.

Establish a Robust, Highly Secure Mobile Device

Management Framework for Your Agency: Managing your
organization’s mobile devices is not just about remote wipe commands
for lost/stolen devices and OTA password resets. You should also setup
a system for mobile app management across the entire app lifecycle.
Likewise, you should manage your organization’s mobile content

ecosystem in the same secure end-to-end manner.
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@Syma ntec. mobilesecurity.com/

- MobileSecurity

Go Mobile. Stay Safe

Thank you!

svmantec.com/threatreport
Kevin McPeak 2016 Internet Security Threat Report
k EVI n_ mc p ea k @ Sy man t ec.com The 2016 Internet Security Threat Report (ISTR) provides an overview and analysis of the year in

global threat activity.
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